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IF YOU ARE PROCESSING PERSONAL DATA you are a DATA CONTROLLER & YOU MUST COMPLY WITH THE DATA PROTECTION ACT


(Irrespective of any exemption from notifying the INFORMATION COMMISSIONER)


Charities, unincorporated associations, community groups, or companies ltd by guarantee will all be  Data Controllers if they are processing personal data. The group, its trustees or Board of Directors as responsible officers acting on behalf of the organisation, have to ensure compliance with the Act. 




















You must ensure that you have grounds for processing personal data and you must notify data subjects that their data is being processed and why & how it is being used.





Consent to use personal data must be SPECIFIC, INFORMED and FREELY GIVEN


Consent does not need to be in writing – although it is best if it is. 


Verbal consent should be recorded at the time it is asked for and given.


Consent can normally be implied from something the Data Subject does BUT NOT from something they fail to do.  


Explicit consent for sensitive personal data cannot be implied – it MUST be deliberately given.





Remember that consent can be withdrawn at any time and GOOD PRACTICE would be to obtain fresh consent on a regular basis to ensure records are up to date and accurate.





If you are obtaining personal data directly from the subject you should include a DATA PROTECTION STATEMENT on the form. 











WHAT IS PERSONAL DATA?











Anything that includes a person’s name could be classed as personal data – even if the name appears on simple list or in the minutes of a meeting. Personal data also includes any other  information that enables a person to be identified.  eg. addresses, phone number, email addresses etc. This includes staff & volunteer records, membership lists, mailing lists, lists of donors etc. The definition covers personal data held on a ‘relevant filing system’ – on computer or  on paper (perhaps awaiting input onto a computer database) or in manual files.  SENSITIVE PERSONAL DATA is information about a person’s physical or mental health, political opinions, religious beliefs, racial or ethnic origins, sexual life or offences/alleged offences. There are special rules governing the use of sensitive personal data. You are advised to check the Information Commissioner website � HYPERLINK "http://www.ico.gov.uk" ��www.ico.gov.uk�




















THE 8 DATA PROTECTION


 PRINCIPLES 








For further information and/or clarification on any aspect of DATA PROTECTION contact the Information Commissioner Helpline


Tel 08456 30 60 60


General enquiries mail@ico.gsi.gov.uk





Scottish office of ICO


 tel no 0131 225 6341


scotland@ico.gsi.gov.uk











DATA PROTECTION STATEMENTS











All data subjects have the right to request access to whatever personal data you might hold on file about them. 





Their request for subject access must be made in writing. You may choose to respond to a verbal request but you are not obliged to.


You can charge up to £10.00 for access and a request is not valid until the fee is paid





You must check the identity of the person requesting access to ensure you only give details to the Data Subject themselves or a legal representative





The request must be dealt with promptly – within 40 days maximum.





It is helpful to draw up a Subject Access form to include 


The name of the Data Subject


The address for reply


Any info you need to help you verify identity


Any info you need to help find the record


Your fee


Signature –a person can only act on behalf of another if they have legal power to do so


























Say who you are and what you are doing


If applicable identify possible disclosures or transfers abroad


Where relevant offer an opt-out from disclosure to third parties and /or direct marketing


Get explicit consent if required ie for sensitive personal data





Use the Information Commissioners


 ‘padlock’ logo


Your data protection statement can take the form of


A short statement on your forms or letters


A standard paragraph in letters welcoming new members


A notice in your waiting room














If you have a website - to cover the requirements of Data Protection you will need a DATA PROTECTION & PRIVACY STATEMENT which states:





Who is collecting the data


What personal data is being collected


Why it is being collected


How long it will be kept


Where the data might be transferred to 


What rights the customer has with respect to the data and how they can be exercised


How the consumer can decline email advertising


Who to contact for more info


What security is in place


Whether anonymous browsing is possible


The policy on IP addresses and cookies


Obtaining consumer consent or agreement to use their data





This statement should be





positioned prominently


Linked to all pages that gather info


Adapted for use in different jurisdictions according to local laws


Reviewed and updated regularly


Complied with!





WARNING


Please note that there are a number of BOGUS AGENCIES offering to make notification on your behalf and charging up to £95.00 + VAT to do so! However legitimate they may sound you are advised to only make notification through the official Information Commissioner and report any other agency to your local police and/or Trading Standards Office. 














A brief guide to how the Data Protection Act affects voluntary organisations








Every care has been taken to ensure information given is accurate and current. SLCVO cannot accept any responsibility for claims arising from error or misinterpretation.


updated Feb 2008
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Skye & Lochalsh Council for  Voluntary  Organisations      Tigh Lisigarry Bridge Road Portree 


Isle of Skye IV51 9ER 01478 612921 
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OBTAINING CONSENT                                     








SUBJECT ACCESS








DATA PROTECTION AND THE WEB








Data should be processed in a FAIR & LAWFUL manner.


You can only obtain data for specified and lawful purposes. You cannot simply gather lists of people. The new law gives the individual the right to have the information stored about them used only for the purpose they gave their details for originally.


Data stored must be RELEVANT and NOT EXCESSIVE. You must not keep more information than you need for the immediate purpose you have disclosed.


Data must be ACCURATE and kept up to date. 


Data must not be stored for longer than is necessary for the specified purpose. It is likely that keeping names of people with whom you have had no recent contact (eg previous volunteers) is an infringement of the law.


Appropriate SECURITY must be taken to ensure against unauthorised access.


Personal data must not be transferred outside the EEA unless the country has adequate protection or unless the data subject has given consent to transfer.


RIGHTS The data can only be processed in a way which does not infringe the rights of individuals. 


























PROCESSING & NOTIFICATION





Processing is widely defined and includes gathering, exchanging, storage or handling of information – whether on computer storage, on paper databases or in files. With the Data Protection law, individuals have a right to prevent you from processing information about them, especially for direct marketing. 





Every Data Controller who is processing personal data must notify the Information Commissioner unless they are exempt. Failure to do is a criminal offence. Notification should be made by phoning the Information Commissioner helpline 01625 545740 (annual fee payable) or email


notification@ico.gsi.gov.uk








EXEMPTIONS





EXEMPTIONS for NOTIFICATION





The Information Commissioner website includes a training checklist to help you decide whether or not you are exempt. Some not-for-profit organisations may be exempt if their processing of personal data is confined to:- establishing or maintaining a Membership database and/or providing or administering activities for existing, past or prospective members or people who have regular contact with the organisation. 





Remember even if your organisation is exempt from notification you are NOT exempt from complying with all other aspects of the Data Protection Act including the 8 Data Protection Principles




















